
BE READY FOR

GDPR
Quick Compliancy Guide

Starting from May 2018 organizations of all types handling personal data will be a�ected by the 
sanctions set out in the GDPR. With fines reaching up to the greater of 20M€ or 4% of worldwide 
turnover, being ready in time is essential to avoid significant fines, potential class actions and loss of 
brand reputation.

What is the GDPR?
GDPR, short of General Data Protection Regulation, is a regulation intended to strengthen and unify
data protection for all individuals in the EU and to give control back to citizens and residents over 
their personal data.

How is “Personal Data Breach” defined?
The GDPR defines a Personal Data Breach as “a breach of security leading to the accidental or 
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data 
transmitted, stored or otherwise processed”.

Cyber Defense
If your organization processes personal data, then it needs to be able to respond to security incidents 
quickly and e�ciently. ReaQta is already helping public and private organizations to become ready 
for the new regulation.

Security of Processing
Data Controllers will have to ensure that correct security measures are in 
place to protect personal data “from accidental or unlawful destruction, 
loss, alteration, unauthorised disclosure” (art. 32).

ReaQta-Hive natively includes detection and protection systems capable 
of preventing data destruction (e.g.: ransomware) and exfiltration.

Notification to the Supervisory Authority
In case of a personal data breach the supervisory authorithy must be 
notified within 72h, describing the categories and number of data records 
concerned (art. 33).

ReaQta-Hive keeps track of the resources accessed during a security 
incident also blocking access if configured to protect the infrastructure.

Territorial Scope
The regulation applies to every organization worldwide, public or private, 
handling, storing or processing data of EU citizens (art. 3).

If your organization handles personal data of EU citizens, then it will be 
a�ected by the GDPR.

Personally Identifiable Information
Under the GDPR the definition of PII has been expanded and now it 
includes: IP address, date of birth, credit card information, photos and 
post code.

Organizations must always be aware of which data is processed, where 
(databases, payroll files, data sheets etc) and how.

What Do You Need to Be Ready?

Organizations need a process combined with technology. The process is necessary to identify 
responsibilities, where the personal data is stored and how it’s processed. The technology is 
necessary to track how personal data is accessed, by whom and to reduce the risk of data loss. 

Breach Detection & Impact Assessment
A technological component is necessary to assess the impact of a data breach, in order to activate 
an incident response and notification plan in the shortest time possible. Fines are heavier for 
organizations that are not adopting the correct technological measures to identify and prevent - or 
contain - data breaches, while they are lighter or not applicable if such technologies are in place.

ReaQta-Hive provides all necessary support to detect breaches and to track and minimize the 
impact of security incidents, ranging from ransomware attacks to more sophisticated threats aimed 
at stealing sensitive data.

After a security breach occurs, audit trail information is essential to provide the authorities with the 
correct figures, when data about an incident is not available, a more expensive forensic analysis is 
required, greately increasing the expenses and response time of the whole organization.

Check out ReaQta-Hive today: https://reaqta.com/hive
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